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INTRODUCTION 

FalconStor is working with leading enterprises and MSPs around the globe that 

run StorSafe software on standard servers to create a backup-to-disk target that 

reduces backup data by up to 95%, then stores it on any SAN disk array. For 

offsite protection, StorSafe can make tapes or transmit copies of backups to an 

MSP, remote site, or any cloud for safety. 

 

FalconStor: Modernizing Storage for the Multi-Cloud World 

FalconStor is modernizing backup for the multi cloud world.  Our solutions are 

100% software focused.  Today over one Exabyte of data is under management 

using FalconStor products at over 1000 enterprise customers worldwide.  Our 

strong technology partnerships span over a decade and a half with the leaders in 

backup and restore software. This ensures that our products are 100% compatible 

with the backup software that our customers are using today.   

 

 

 

FalconStor partners with the leaders in storage including vendors of disk arrays, 

object storage systems, and cloud storage object storage leaders such as AWS, 

Azure, and IBM.  See our compatibility matrix for the complete listing of all 

hardware and software that we support.  FalconStor works closely with our 

enterprise customers and leading Managed Service Providers worldwide to 

ensure customer success. 
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The State of Enterprise IT Today 

 

 

 

In October of 2020 ESG Research survey to 303 enterprise IT organizations.  On 

average they managed four petabytes of backup data which is growing at an 

annual rate of 39%.  80% of the respondents indicated that they had to retain 

their backup data for a period of four to 10 years or more.  Not surprisingly, 69% 

of respondents said that they will replace all tape within the next three years. 

 

Requirements: Modernizing Backup & Archival Operations 

 

 

 

These are the top six requirements of enterprises were looking to modernize their 

backup and archival operations.  There is pressure to protect all mission-critical 

data within the backup window.  There is the need to recover rapidly from 

ransomware attacks and other disasters.  The solution must be 100% compatible 

with the backup and restore software that they are using today.   

Customers want to move from Manual operations and using of tapes and tape 

libraries to automated touch free backup-to-disk.  They want to be able to 
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leverage object storage on-premises and across clouds to store backup data 

securely and cost-effectively. 

 

Before Modernizing Backups with StorSafe™ 

 

 

 

Before StorSafe is being used, organizations commonly use an enterprise-class 

tape library and tapes to capture backup data for storage onsite and make copies 

of those tapes which are sent offsite for protection.  Multiple departments have 

their backup servers running various backup and restore software directing their 

backups to the tape library over high-speed iSCSI or Fibre Channel connections. 

To provide seven years of offsite protection, several weekly fulls, monthly fulls, 

quarterly fulls, and yearly full backups must be stored.  That adds up to 25 full 

backups sets of tapes for each mission-critical server.   

There are many problems with physical tapes. They are too slow to absorb the 

ever-increasing amounts of mission critical data that organizations need to 

protect.  A physical person is required to load, unload, label, ship and receive 

tapes, and track it all.  It is hard to verify that the tapes in the offsite vault are in 

good shape. Making matters worse is the fact that tape formats are constantly 

evolving. 
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After StorSafe™ On-Premises and Off-Site Data Protection 

 

 

 

StorSafe replaces the tape library with a backup-to-disk target that looks like a 

tape library, so it is 100% compatible with existing backup software and 

operations.  StorSafe is software that runs on industry standard servers.  You 

provide storage to StorSafe from disk arrays on your SAN.  And you can also allow 

StorSafe to export backup data to local object storage, to reduce costs and 

increase the amount of backup data that can be stored.   

As backups arrive at the StorSafe backup-to-disk target, they are deduplicated 

inline to reduce their size by up to 95% while achieving industry-leading 

performance of 160 TB per hour of throughput.  Once the StorSafe is in place on 

premises backup and restore operations typically runs 6 to 10 times faster. 

When it comes to protecting backup data offsite there are three choices: go old 

school with physical tapes and trucks, export backup data to cloud object storage 

for touch-free, tape-free, fully automated operations; or run a second instance of 

StorSafe offsite and replicate continuously to it so that backup data is protected 

while retaining full data reduction of up to 95%.  
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Secure Data Containers Add Data Security & Portability 

 

 

 

Secure Data Containers add data security and portability to backup operations.  

Virtual tapes can be exported to local object storage to ensure that StorSafe can 

be expanded with unlimited capacity as needs grow. Virtual tapes can be 

exported to cloud object storage for touch-free tape-free offsite protection of 

backups.   

Any duplicate blocks that have been received from a mission-critical server are 

removed to ensure that the Secure Data Container is smaller so that the cost to 

store it will be less. Checksums are embedded throughout the container to ensure 

the integrity of the data make it easy to audit archives and to perform minor 

repairs. The embedded hash value ensures that the Secure Data Container has 

not been tampered with in any way.   

The contents of the Secure Data Container can be hashed at a future point-in-time 

and compared to the hash value stored within it to verify that no tampering has 

taken place.  Encryption and key management are done by StorSafe for 

unsurpassed protection of backup data with AES-256 encryption. The primary use 

case for secure Data Containers is to archive older virtual tapes. 

 

Data Deduplication Remains Core at FalconStor 

Data Deduplication remains core at FalconStor.  With over nine patents granted, 

FalconStor leads the way in deduplication technology.  Our algorithms are 

optimized for each backup vendors file format.  We identify more duplicate blocks 

than our competitors, while delivering unsurpassed backup and restore 

performance.   
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As backups are received their broken into chunks and each chunk is hashed to 

determine if it has been seen before.  If it has not been that chunk is put into the 

single instance repository.  In this way all duplicate blocks received from a given 

server are discovered which reduces the capacity required to store the backup 

data.  Similarly, duplicate blocks which exist across servers are also recognized.   

To protect a mission-critical server for seven years up to 25 full backups are 

retained.  Those are yearly full backups, quarterly fulls, monthly fulls, and weekly 

fulls.  But not that much data is changing on the mission-critical servers from one 

full backup to the next.  Most of the blocks that are sent to StorSafe have been 

seen in prior full backups.  This is a huge win for data reduction and can reduce 

backup data by up to 95% over time.  

Virtual tapes can be exported as secure Data Containers to local or cloud object 

storage.  Any duplicate data coming from the server will be eliminated to increase 

portability and minimize the cost of storing the backup data. 

 

Easily Scale as Your Needs Grow 

StorSafe will scale to meet your needs far better than a series of backup-to-disk 

appliances. A StorSafe server can be a simple as a single virtual machine, or up to 

nine industry-standard servers can be used for unsurpassed performance of up to 

160 TB per hour of throughput for the most demanding enterprise environments, 

all with a high-availability architecture that ensures there is no single point of 

failure in the backup-to-disk target.   
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StorSafe uses the storage that you give it from your disk array so, as your needs 

grow, all you need to do is grow the LUN or give it more LUNs. And because it can 

offload older virtual tapes to object storage StorSafe has unlimited capacity to 

store your backup data. For offsite protection you can replicate to a twin copy of 

StorSafe or export to cloud object storage with no limitation on capacity 

whatsoever. 

 

Benefits of Modernizing Backup Operations with StorSafe™ 

The benefits of modernizing backup operations with StorSafe include unsurpassed 

scalability, secure your offsite protection of backup data, low-cost, and no 

hardware vendor Lock-In. 

 

 

 

StorSafe can run on anything as small as a single VM, or up to nine industry-

standard servers can be used to provide a full fault tolerant, high availability, 
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backup-to-disk target that has unlimited capacity and industry-leading throughput 

of 160 TB per hour. 

For offsite protection StorSafe provides the choice of physical tapes, object 

storage, cloud object storage, or a twin copy of StorSafe running at the remote 

which is replicated to continuously.  Backup data is protected with strong AES-256 

encryption and StorSafe securely manages the keys. 

In order to contain costs it is vital that aggressive deduplication technology be 

utilized by the backup to disk target.  Over time the same mission-critical servers 

are backed up repeatedly.  StorSafe recognizes duplicate data across servers and 

backups and reduces the amount of storage required by up to 95%, significantly 

lowering costs.  StorSafe can offload older backup data to less expensive object 

storage on premises or at cloud providers. 

StorSafe is 100% software that runs on industry standard servers made by any 

vendor.  It is easy to add additional hardware to accommodate future needs by 

adding up to nine servers to the StorSafe high-availability cluster.  Any brand of 

block or object storage that is provided to StorSafe can be used and it can easily 

be increased to accommodate future needs without having to experience a 

painful forklift upgrade as happens when backup to disk appliances are used. 

 

StorSafe™ Use Cases 

 

 

 

The primary use cases for the StorSafe backup-to-disk target include its use to 

accelerate 3-2-1 backup and restore. Customers are looking to leverage cutting-

edge Deduplication Technology to reduce the size of backup data thereby slashing 

the costs of storing it over time. 
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Many companies find themselves trapped into using a physical tape library, so 

they count on StorSafe’s 100% compatibility to enable them to move to faster 

backup-to-disk. Organizations want to be able to utilize cloud storage for long-

term archival of their backup data, eliminating tapes and manual processes. 

Managed service providers use the StorSafe Software and their business 

relationship with FalconStor to offer backup as a service to their customers. 

 

FalconStor Product Portfolio 

There are three products in the FalconStor portfolio:  

 

 

StorSafe is the leading software defined backup-to-disk target software that runs 

on industry-standard servers and appears as a virtual tape library to backup and 

restore software.   

StorGuard is software that runs on industry-standard servers which sit in front of 

disk arrays to offer enterprise class Storage Services, higher availability, 

application-consistent snapshots, continuous protection of the disk array, and 

migration from one disk array to another, one datacenter to another, or from a 

data center to a cloud.   

StorSight runs in a virtual machine or on any industry standard server and 

manages multi-tenant users, analytics, and reporting, and all the dashboard, 

alerting, and management for any number of StorSafe or StorGuard servers 

running on premises, remotely, or in any private or public cloud, even if they are 

behind firewalls. 
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StorSight User Experience & License Management 

 

 

 

Through the StorSight management capability, customers get clear visibility about 

the status and health of backup operations worldwide. Predictive analytics give IT 

administrators enough time to avert problems that might otherwise occur in the 

future.   

Licensing has been simplified so all a customer needs to do that is to calculate the 

total capacity that they need FalconStor to manage, which determines the 

monthly subscription price. Licenses are no longer tied to individual servers. Any 

number of instances of StorSight, StorSafe, and StorGuard can be run at any 

number of locations, using a portion of the total capacity that is licensed.  

Flexible licensing, based on one total capacity number, makes it easier for 

customers to use FalconStor software in new ways within their organization to 

meet various needs as they arise within the business. Like any subscription 

software, all future software updates are included as is worldwide support. 
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StorSight Adds Management Simplicity for StorSafe 

 

StorSight delivers management simplicity to StorSafe.  It provides a central 

console across all copies of StorSafe and StorGuard that are running across sites 

and clouds.  Simple licensing means that one total capacity value can be used 

across any number of StorSafe and StorGuard instances, providing flexibility for IT 

personnel. StorSight provides real-time visibility into status health and the 

integrity of backup operations.  It runs on a virtual machine, can coexist with the 

StorSafe hardware, or can be run on a dedicated server.   

StorSafe provides smarter rules, analytics, reports, and forecasts.  It uses secure 

Multi-Tenancy to ensure the highest level of security and Role-Based 

Administration allows teams to work together without everyone having full 

administrative power. Each company or department that is using StorSafe can be 

charged for what they use, making StorSight and StorSafe perfect for MSP ease 

wishing to offer backup services. 
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StorSight Adds Visibility Across All Locations 

 

 

 

Here is a screen from StorSight that shows a number of virtual tapes that are then 

exported as secure Data Containers to AWS. 

 

StorSafe and StorSight Security Features 

 

 

 

Together StorSafe and StorSight provide a strong security foundation for holding 

and managing backup data across sites and clouds. All communications take place 

over encrypted channels to preserve privacy. When data arrives at the StorSafe 

backup-to-disk target it can be immediately encrypted using AES 256 encryption 

before it is stored onto virtual tapes and before its blocks are stored in the single 

instance repository, otherwise known as the dedupe pool. 

When virtual tapes are exported to local or cloud-based object storage they 

remain fully deduplicated, encrypted, and compressed. StorSafe manages the 

encryption keys that unlock the backup data and stores them safely. 
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Role-Based access control means that there can beat teams of administrators 

working with StorSafe and StorSight across organizations and they don’t all have 

to have root privilege. StorSafe recognizes and supports the worm tape format, so 

it will not mistakenly overwrite worm backup data. 

Secure Data Containers have embedded within them a SHA-256 hash of the 

contents which can be used to verify that the container has not been tampered 

with. Up when a virtual tape is no longer needed by StorSafe the disk space where 

was stored are erased using aggressive techniques and is referred to as virtual 

tape shredding. 

StorSafe initiates conversation with the StorSight server from behind the firewall 

at regular intervals so there is no need to leave firewall ports open for the two to 

communicate. 

 

MSPs and Enterprises offer Data Protection as a Service 

 

 

 

A strong and growing number of MSPs offer Backup as a Service (BaaS) based on 

FalconStor software, in combination with servers and storage purchased from any 

vendor. BaaS helps MSPs to modernize backup and archival operations for their 

customers, allowing them to protect all their mission-critical data within the 

backup window, ensure backups are securely and efficiently stored, and retain a 

copy offsite for increased resiliency. 
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Comparison of Backup-to-Disk Architectures 

 

 

 

There are two different architectures for backup to disk targets.  The StorSafe 

approach is 100% software based so the customer gets to decide the hardware 

that they will use, can add additional hardware as needs grow, and avoid being 

locked into a single storage vendor. 

With an appliance you buy a certain fixed amount of CPU and RAM.  Usually, you 

can add disk trays to increase the capacity up to a point but with each tray the 

performance of the system struggles to keep up. Stepping up to a larger backup-

to-disk appliance is usually a disruptive, painful, and expensive endeavor. 

In contrast, with StorSafe you can add up to nine industry-standard servers to 

achieve and industry-leading throughput of 160 TB per hour. When StorSafe as 

more capacity is needed it’s as simple as providing it to the StorSafe servers from 

your SAN. 

Because the StorSafe Software runs on a large variety of enterprise hardware you 

can continue to use the vendors that you prefer and avoid hardware vendor Lock-

In. The StorSafe servers use an active-active high availability architecture to 

ensure that the backup-to-disk target will always performance function as 

required. 

For offsite protection of backup data StorSafe can create physical tapes, export 

backups to cloud object storage, or replicate from an on-premises StorSafe to a 

twin StorSafe running in a cloud for continuous offsite protection of backup data. 
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Summary: StorSafe Value Proposition 

End users and managed service providers rely on StorSafe to protect their backup 

data on premises and to transmit a copy offsite for safety while being 100% 

compatible with existing backup software, hardware, and operational procedures. 

Get the fastest backups and restores at up to 160 TB per hour of throughput.  

That’s much faster than a physical tape library and 2 to 10 times faster than 

leading backup to disk appliances. 

Our leadership in Deduplication techniques, underscored by eight patents issued 

over 15 years, reduces the storage capacity required by backup data on-premises 

and offsite in clouds by up to 95%. 

Because StorSafe is software you can tailor a configuration to meet your needs 

today and scale by adding compute servers and storage.  Rather than vendor 

Lock-In you can leverage competing vendors. 

On-premises backups can be transmitted offsite to cloud object storage providers, 

for tape free, touch free protection of backups at a second location. 

 

FalconStor Optimization Insights Drive Better Outcomes 

The FalconStor support organization can work with our customers to calibrate the 

health of their FalconStor environment.   

 

 

 

Our tool when run at the customer premises produces a detailed report on the 

health of the environment, the capacities that are being used, in the operations 

that need to be performed to bring the environment to its optimal state.   
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StorSafe & StorSight Add Essential New Capabilities 

 

 

 

StorSafe and StorSight add essential new capabilities for VTL customers. As the 

latest release of our VTL product, StorSafe continues to deliver 100% 

compatibility with existing backup software, industry-leading throughput of up to 

160 TB per hour, up to 95 percent reduction of backup data over time in the 

single instance repository.  

It scales easily as needs grow, avoids hardware vendor lock-In and forklift 

upgrades that occur with backup-to-disk appliances, and provides increased 

performance, compatibility, and security improvements throughout.   

StorSight management is a big win for our customers because it provides the 

flexibility to use the total capacity purchased across any number of StorSafe or 

StorGuard instances across sites and clouds.   

StorSight delivers secure Multi-Tenancy, Role-Based Administration, bill back for 

users of the system, a real-time dashboard, and the new license manager.   

Secure Data Containers ensure that StorSafe can deliver unlimited capacity on-

premises to meet growing needs without ever having to perform a forklift 

upgrade, and they can be transmitted offsite for touch-free, tape-free, backup 

operations. 

So, the reasons are many to visit our Web site to learn more and give your sales 

rep a call to explore how you will upgrade your FalconStor software. 

 

The reasons are many to visit our Web site at www.falconstor.com to learn 

more about StorSafe, StorSight, and FalconStor Software. 

http://www.falconstor.com/

